ABSTRACT The Internet of Things (IoT) is an emerging paradigm to integrate the physical world into cyber systems by connecting various devices, which sense and control the surrounding objects. For the upcoming IoT era, narrow-band signals will play an important role in the exchange of sensor data and control signals in IoT networks. Indoor positioning is critical for many IoT applications, such as asset tracking, smart buildings, smart e-health, and smart cities, but it is very challenging to achieve accurate indoor positioning with narrowband signals because of multipath propagation. In this paper, we design a positioning system using narrowband signals, particularly ZigBee signals, based on an enhanced fingerprinting algorithm by fusing received signal strength (RSS) and time information. We first investigate the feasibility of time-based fingerprinting by handling the challenges as synchronization compensation among anchor nodes and design of sub-sample timestamps with a resolution of nanoseconds. Second, we design a feature-based fusion approach to fuse and standardize time and RSS fingerprints. Third, we adopt a random forest regression model to design an enhanced pattern matching algorithm for fingerprinting. We implement the proposed algorithms with software-defined radio techniques. In the given experiment results, we find that the positioning system achieves a mean positioning accuracy of 1.61 m, which represents a 36.1% improvement over traditional RSS-based fingerprinting.
I. INTRODUCTION
The Internet of Things (IoT) has recently emerged as a new paradigm representing huge opportunities for both business growth and better services for people [1] - [3] . IoT networks remotely sense surrounding objects and connect various physical devices, vehicles, home appliances, and other items to enable data exchange, which creates opportunities for integration of physical world into cyber systems. Because sensing and controlling are the main functionalities of IoT networks which normally require low data rates, IoT networks are often designed with narrow bandwidth. Several protocols defined with narrow bandwidth have been proposed for IoT, such as NB (Narrow-Band)-IoT with a bandwidth of 180KHz [4] , LoRa (Long Range Wide-area) with a bandwidth of 125KHz [5] , and ZigBee with a bandwidth of 2MHz [6] . Particularly, ZigBee with the IEEE 802.15.4 standard for physical and MAC (Median Access Control) layers [6] is widely used in IoT for short range communications.
In recent years, Location Based Services (LBS) have become increasingly important to facilitate the peoples' life and indoor positioning based on radio signals has played an important role in many IoT applications, such as asset tracking, smart buildings, smart e-health and smart cities [2] , [7] , [8] . In the past decades, several positioning techniques have been proposed to achieve accurate indoor positioning depending on radio signals. However, most research focuses on wide-band signals or ultra-wide band signals.
WiFi-based positioning is the most often used solution for radio-based indoor positioning due to the ubiquitousness of WiFi signals. Received Signal Strength Indicator (RSSI) is available in most WiFi receivers and therefore is widely adopted for indoor positioning [9] - [13] . However, RSSI is prone to multipath propagation and thus it is nontrivial to accurately estimate propagation distances, i.e., range, based on RSSI [14] . In addition, RSSI is often used for the positioning systems with WiFi-based fingerprinting which matches the measured radio parameters to a pre-trained radio map and locates the targets based on some pattern matching algorithms [15] , [16] . However, for the WiFi-based positioning, fingerprinting using RSSI can only achieve a limited positioning accuracy, normally at the level of 3m-5m [15] , [16] due to unstable RSSIs. Consequently, in recent years, more and more research has been conducted to investigate some other parameters besides RSSI for the WiFi-based indoor positioning [17] - [20] . In our previous work [19] , [20] , we utilize Channel State Information (CSI) to mitigate the influence of multipath propagation and achieve remarkable ranging accuracy based on WiFi signals. Additionally, CSI has recently been proposed to improve the positioning accuracy of fingerprinting systems because it provides more information compared to RSSI, i.e., RSS and phase information in different sub-channels [18] , [21] . We know that CSI is only available for wide-band signals with multiple subchannels, such as WiFi with a bandwidth of 20MHz or 40MHz. However, CSI is not available for IoT networks with narrow-band signals, such as NB-IoT, LoRa, and ZigBee.
Ultra Wide-Band (UWB) signals can achieve high positioning accuracy based on time-based ranging thanks to their ultra wide bandwidth which generates highly accurate timestamps and facilitates multipath mitigation [22] - [25] . However, it is nontrivial for narrow-band signals to mitigate the influence of multipath propagation. Thus ranging based on narrow-band signals is not accurate enough for indoor positioning in IoT networks [26] , [27] .
In addition, in the domain of ubiquitous indoor positioning, some ambient physical information rather than the parameters of radio signals is used as additional information for fingerprinting to improve the positioning accuracy, such as magnetic field [17] , [28] , indoor visible light [29] - [31] and images of landmarks [32] , [33] . However, obtaining these ambient physical information requires to install additional sensors for indoor positioning, which is normally unavailable for the nodes in IoT networks.
As mentioned above, for the upcoming era of IoT networks, narrow-band signals will play a critical role. However to the best of our knowledge, there is still no other mature solution besides RSSI-based fingerprinting for indoor positioning with narrow-band signals. Therefore, in this work, we aim to design an accurate indoor positioning system for IoT networks with narrow-band signals, particularly for ZigBee signals, in which a novel learning-based fingerprinting algorithm by fusing time and RSS information is proposed. The key contributions in this work are summarized as follows.
• Time-based Fingerprinting for Narrow-band Signals: In our previous research [27] , we investigated the feasibility of time-based fingerprinting. In [27] , to achieve time-based fingerprinting, we designed subsample timestamps with a resolution of nanoseconds based on a time recovery approach in physical-layer signal processing. Then, we proposed to utilize GPS (Global Positioning System) synchronization and a Differential Time Difference Of Arrival (DTDOA) approach to compensate synchronization offsets. We generated a DTDOA-based radio map and adopted a Weighted K Nearest Neighbor (WKNN) algorithm for fingerprinting. In [27] , we only demonstrated that timebased fingerprinting can achieve a comparable positioning accuracy to the traditional RSS-based fingerprinting but did not find a solution to improve the positioning accuracy by fusing the DTDOA and RSS fingerprints in a more efficient pattern matching algorithm.
• Feature-based Fusion of RSS and DTDOA: In this work, we propose to fuse the RSS and DTDOA fingerprints to improve the positioning accuracy. The RSS and DTDOA features are concatenated into one long feature (RSS-DTDOA) vector and this feature vector is further standardized to solve the feature compatibility problem. By fusing the RSS and DTDOA fingerprints, the positioning accuracy gets improved compared to the fingerprinting merely relying on a single modality of fingerprints (RSS or DTDOA).
• An Enhanced Pattern Matching Algorithm based on Random Forests: In this work, we further propose an enhanced pattern matching algorithm to improve the positioning accuracy. In the algorithm, we extract a subset of fingerprints in the radio map via a combination of K Nearest Neighbor (KNN) and an outlier detection algorithm. Then we adopt a random forest algorithm to fit a regression model to the selected subset of fingerprints for the location prediction of the target. The proposed enhanced pattern matching algorithm provides an accurate regression model and outperforms the traditional weighted KNN (WKNN) algorithm.
• A Passive Indoor Positioning System for ZigBee based on Software Defined Radio: We implement the aforementioned positioning algorithms in a Software Defined Radio (SDR) system for ZigBee signals that extracts the physical layer information (RSS and timestamps) in the signal processing from the received packets to mitigate the measurement errors. The system passively sniffs the ZigBee packets and locates the targeted nodes belonging to an independent IoT network. Such a passive positioning system can provide location information in the targeted IoT network to third-party providers of positioning services. We expect that this passive positioning system can be useful for the other IoT networks with large coverage areas like NB-IoT and LoRa. The passive positioning system can be deployed VOLUME 6, 2018 in a limited targeted subarea of these IoT networks to support location based services for third-party providers of positioning services.
• Improvement of the Positioning Accuracy: We evaluate our positioning system in two testing scenarios. The experimental results reveal that the system achieves a mean positioning accuracy of 1.61m, which outperforms the traditional RSSI-based positioning by 36.1%. In the remainder of the paper, related work is reviewed in Section II. Section III discusses the problems and challenges for indoor positioning with narrow-band signals. Our main contributions of the proposed passive indoor positioning system for narrow-band signals by fusing RSS and DTDOA via an enhanced pattern matching algorithm are introduced in Section IV. Section V describes the experiments and evaluation results. Finally, Section VI concludes the paper.
II. RELATED WORK
In this section, we summarize some previous research on indoor positioning, especially for time-based positioning and fingerprinting approaches which are related to our work.
A. TIME-BASED POSITIONING
Time-based positioning often relies on calculating the propagation distances from the target to Anchor Nodes (ANs) based on the propagation time of radio signals, which is referred to as ranging. The accuracy of time-based ranging is often challenged by time synchronization among ANs and the accuracy of timestamps. Due to the high propagation speed of radio signals, time-based ranging requires strict time synchronization among ANs to achieve high accuracy. In our previous work [34] , we show that the measured GPS synchronization offsets vary over time depending on the reception conditions of the GPS signals. The maximal measured synchronization offset is up to 171ns resulting in a positioning error of 51m. The accuracy of timestamps is highly dependent on signal bandwidth. For example, due to its wide bandwidth, UWB signals can achieve nanosecond accuracy for sample-based timestamps [22] - [24] . For WiFi signals with a bandwidth of 20MHz, Makki et al. [35] investigate how to locate a WiFi target based on time-based ranging. They only demonstrate that time-based ranging using WiFi signals is able to achieve a median accuracy of 1m in an environment with Line Of Sight (LOS) connection and little multipath propagation. However, in an environment with severe influence of multipath propagation, the positioning accuracy significantly deteriorates. In our previous work [27] , we investigate the feasibility of time-based positioning for narrow-band signals, i.e., IEEE 802.15.4 with a bandwidth of 2MHz. We propose a physical layer timestamp based on symbol timing recovery for narrow-band signals which achieves nanosecond resolution. We also find that complex indoor propagation significantly limits ranging accuracy. The error sources include multipath propagation and shadowing. In narrow-band systems, signals from different propagation paths overlap in one symbol duration, making the detection of the direct propagation path nontrivial [27] , [35] .
B. FINGERPRINTING
Due to severe multipath effects, RSSI-based fingerprinting is widely adopted in indoor environments. RADAR [15] presents an early fingerprinting system comprised of offline and online phases. In the offline phase, RSSIs at multiple ANs are measured to build a RSSI map. In the online phase, the KNN algorithm is used to match the position of a target device to the RSSI map. HORUS [16] proposes to take a probabilistic algorithm in the online phase to improve the positioning accuracy.
Recently, some fine-grained information at the physical layer rather than RSSI has been investigated to improve the accuracy of fingerprinting. In [36] , CIR (Channel Impulse Response) is analyzed with 200MHz bandwidth and neural network training is used to improve the positioning accuracy. FIFS [18] is designed to use CSI for fingerprinting with WiFi signals. With these fine-grained channel information, the performance has impressively improved compared to RSSI. However, CSI approaches for fingerprinting only work for Orthogonal Frequency Division Multiplexing (OFDM) systems, which benefit from frequency diversity. Single carrier systems with narrow bandwidth cannot be supported, e.g., ZigBee with Direct Sequence Spread Spectrum (DSSS).
Besides radio signals, some ambient physical information has recently been proposed to improve the positioning accuracy of fingerprinting in the domain of ubiquitous positioning, such as magnetic field [17] , [28] , indoor visible light [29] - [31] and images of landmarks [32] , [33] . Obtaining these physical information requires to install additional sensors for indoor positioning, which is normally not available for the nodes in IoT networks.
III. PROBLEM STATEMENT
In this work, we aim to provide an accurate positioning system for IoT networks using narrow-band signals. We investigate to improve positioning accuracy from two aspects. First, we aim to investigate some location-related fine-grained information obtained from physical layer rather than RSSI for indoor positioning. Second, we focus on designing a fingerprinting solution with efficient fusion and pattern matching algorithms to exploit these fine-grained physical layer information.
as RSSI in this work. RSSI is prone to measurement errors and correspondingly difficult to obtain its accurate value. Therefore, we first concentrate on obtaining another type of RSS, which is referred to as fine-grained RSS. To achieve this fine-grained RSS, we process and aggregate the fine-grained RSS of all the digital samples of each received packet on physical layer, and then mitigate the measurement errors to reduce the variance of the measured RSS.
2) FINE-GRAINED TIME FINGERPRINTS
Besides RSS, propagation time is also often used for positioning but it is influenced by multipath propagation. For wideband or UWB signals, as mentioned in Section II, accurate ranging can be achieved by mitigating multipath propagation. Correspondingly, the target can be located with high accuracy by range-based positioning. However, for narrow-band signals, multipath mitigation is nontrivial and thus rangebased positioning is not able to achieve satisfying positioning accuracy in indoor environments. In our work, we aim to investigate the feasibility of using propagation time as another location-related information for fingerprinting with narrow-band signals [27] . We find that it is challenging to utilize the propagation time for fingerprinting due to two reasons. First, time-based information is affected by the synchronization accuracy among multiple anchor nodes. In our previous work [34] , we find that even if we synchronize ANs with GPS receivers, the synchronization offsets are still up to 171ns, which is not accurate enough for time-based indoor positioning. As a result, we need to compensate the synchronization offsets among ANs. Second, high-resolution timestamps in nanoseconds are prerequisite for time-based positioning. However, for narrow-band signals, the sampling rate is low and the sampling duration is normally in the range of microseconds. Consequently, the timestamps obtained on the digital samples are not accurate enough for indoor positioning. We need to design sub-sample timestamps to distinguish the time difference within one sample interval for a nanosecond resolution.
B. FINGERPRINT FUSION AND PATTERN MATCHING ALGORITHM FOR FINGERPRINTING 1) FUSION OF RSS AND TIME FINGERPRINTS
In this work, we target on fusing the aforementioned fine-grained RSS and time information to improve the fingerprinting accuracy. The RSS and time information can be considered as features for machine learning algorithms and concatenated into a long feature vector for data fusion. A traditional fingerprinting often utilizes Euclidean distances to represent the similarity among different feature vectors. However, the Euclidean distances calculated from the raw data such as the concatenated RSS and time information mainly depend on the information with larger variance, which is referred to as a feature compatibility problem. This problem needs to be solved in our work in order to efficiently fuse the RSS and time information.
2) AN EFFICIENT PATTERN MATCHING ALGORITHM
Generally, a traditional pattern matching algorithm of KNN or WKNN for fingerprinting can be divided into two steps: neighbor selection and averaging. These algorithms first search for a subset of the fingerprints from a radio map and then take an average (KNN) or weighted average (WKNN) to locate the target. With such algorithms, there are two main problems generating the deterioration of positioning accuracy. First, for the step of neighbor selection, the selected subset of K fingerprints may include a certain number of outlier fingerprints, which significantly reduce the positioning accuracy due to noisy time and RSS measurements. Second, (weighted) averaging is a simple linear regression method which however can not well represent the relation between the features (time and RSS information) and labels (coordinates of the target's location). In our work, we aim to design a positioning algorithm which can accurately select a subset of fingerprints and adopt a machine learning algorithm to provide a better regression model. 
IV. A SDR-BASED INDOOR POSITIONING SYSTEM FOR ZigBee BY FUSING TIME AND POWER FINGERPRINTS
A. SYSTEM OVERVIEW Figures 1 and 2 respectively show an overview of the passive positioning system for the ZigBee-based IoT networks with the IEEE 802.15.4 standardized physical and MAC (Media Access Control) layers and a detailed implementation of the system. As shown in Figure 1 , the positioning system is completely passive to the targeted devices and does not take part in data exchange in the targeted IoT network. The anchor nodes are distributed in the targeted area to passively overhear the ZigBee signals transmitted from the targeted devices. Then, the outputs of ANs are sent to a central server for decoding the ZigBee packets and positioning the targeted nodes. The system supports realtime displaying of the locations of the targeted devices in a graphic interface and offline processing for performance analysis.
As shown in Figure 2 , this system comprises three main parts: anchor nodes (signal sniffers), packet decoder, and positioning algorithms. ANs are based on software defined radio devices, i.e., the Universal Software Radio Peripheral (USRP) with model N210 [37] , which receive the radio signals and digitalize the received analog signals. In our work, the output sampling rates of USRPs are 4MHz. Additionally, all the distributed USRPs can be synchronized with GPS receivers [38] via extended antennas. Then, the digital samples are sent to a central server for packet decoding and the targeted device positioning.
B. PACKET DECODER
The packet decoder of ZigBee signals is implemented in GNU Radio [39] to decode the sniffed packets from physical layer to MAC layer with the standard of IEEE 802.15.4. The implementation is based on the UCLA ZigBee PHY [40] . The packet decoder is comprised of four parts: FM (Frequency Modulation) demodulation, time recovery, slicer and MAC layer decoder.
The physical layer of the packet decoder adopts a noncoherent receiver to decode the O-QPSK (Offset -Quadrature Phase Shift Keying) signals with a half-sine pulse shape standardized in IEEE 802.15.4, equivalent to decoding the MSK (Minimum Shift Keying) signals [40] . For FM demodulation, we take a one-bit differential decoder to decode the differentially-encoded signals (the MSK signals) [41] .
The output signals of FM demodulation pass a time recovery (Mueller-Muller mechanism [42] ) to adjust the samples to the optimal sampling position to achieve the maximum Signal to Noise Ratio (SNR). Each signal is pulse shaped in the transmitter with a half-sine pulse shape in the IEEE 802.15.4 standardized signals. The optimal sampling position for the receiver to achieve the maximum SNR should be at the peak of the pulse shape. However, the receivers in practical systems are not synchronous with the coming data due to freely running oscillators of Digital-to-Analogue Converter (DAC) at the transmitter and Analogue-to-Digital Converter (ADC) at the receiver. This results in suboptimal sampling, i.e., the actual sampling position is often before (shown in Figure 5 ) or after the peak displaced at µ(k) which is the normalized timing error given by
where T (k) is the offset between the actual and the optimal sampling position, and T s is the constant sampling interval. Time recovery synchronizes the sampler with the pulses of the received analogue waveform. As shown in Figure 3 , the sample stream is fed into a Timing Error Detection (TED) module to extract the timing error information between the actual and the optimal sample positions. The timing error information is introduced to a loop filter which outputs µ(k) to decide the correction of the sampling time in the re-sampler. Subsequently, the sampling position is adjusted closer to the optimal one. The outputs of the time recovery block are fed into a slicer for symbol decision. Based on the frame structure of IEEE 802.15.4 packets as shown in Figure 4 , the MAC layer decoder detects physical layer frames by searching the synchronization header and then decodes the entire MPDU (MAC Protocol Data Unit). Once a complete MPDU has been found, it is added to a message queue.
C. FINE-GRAINED RSS FINGERPRINTS
As mentioned in Section III-A, RSSI is prone to the measurement errors, which might lead to a significant deterioration of the positioning accuracy. In this work, we propose to extract RSS of each sample in the baseband signal processing and obtain a packet-level RSS by averaging RSS of all the samples in the packet to mitigate the influence of the measurement errors, which is referred to as the fine-grained RSS in the remainder of this paper. RSS of each sample is obtained before Frequency Modulation (FM) demodulation. Before a packet is reconstructed, RSS of each sample needs to be stored in a buffer with the same length as a received packet. As soon as the packet is reconstructed at the MAC layer, the fine-grained RSS for this packet is obtained by averaging RSS of all the samples in the buffer.
For the RSS-based fingerprinting algorithm, a site survey is required to build up a radio map comprised of a large number of RSS fingerprints. Each fingerprint is written as
where RSS i is the RSS feature vector at the ith reference location comprised of N fine-grained RSS values from N ANs. (x i , y i ) are the coordinates of the ith reference location.
D. FINE-GRAINED TIME FINGERPRINTS
As mentioned in Section III-A, we aim to introduce time information as an additional information to improve the positioning accuracy.
1) SUB-SAMPLE TIMESTAMPS
Timestamps with a resolution of nanoseconds are one of the prerequisites for time-based positioning. The output sampling rates from USRPs are 4MHz and therefore the resolution of the sample-based timestamps is only 250ns which is not high enough for time-based positioning. To deal with this problem, we propose an advanced method to obtain subsample timestamps with a resolution of nanoseconds by using timing information from the signal processing chain. We apply the normalized timing error µ(k) in Figure 5 to design a sub-sample timestamp. Once the receiver starts to receive packets and generates samples, we count the generated samples and obtain the sample-based timestamp T (k) for the kth sample as
where T (1) is the sample-based timestamp for the first sample in the sample stream from USRP. The resolution of the sample-based timestamp as in Equation (3) is limited by T s , which is 250ns in our system. With µ(k) obtained by the time recovery, we improve the resolution as
where T (k) is the sub-sample timestamp. Similar as the calculation of the packet-level RSS, we calculate the average of all the sub-sample timestamps in the received packet to obtain a packet-level sub-sample timestamp to mitigate the measurement errors.
2) COMBINATION OF GPS SYNCHRONIZATION AND DTDOA
After obtaining timestamps, we need to find the relation between the measured time information and the location of the target. TDOA is often used for passive positioning by calculating the differences of the measured arrival time among multiple ANs. A measured TDOA value can be decomposed into two components: location-related component and synchronization offsets as
where T TDOA is the measured TDOA value,T TDOA is the location-related component determined by propagation distances and multipath propagation, and T (t) is the synchronization offset between two ANs, which varies over time t. Synchronization among different ANs in nanoseconds is a harsh challenge. For indoor environments, it is not realistic to synchronize ANs distributed in a large area by connecting to a shared cable. Therefore, in our work, we adopt GPS receivers with extended antennas to synchronize the USRP anchor nodes deployed at the fixed locations. In our previous work [34] , we find that the maximum clock offset T (t) of the GPS synchronized ANs reaches 171ns (as shown in Figure 6 ) resulting in a ranging error of 51m, meaning that TDOA can not distinguish a location difference within 51m. Therefore, a mechanism to compensate the synchronization offset is required for time-based indoor positioning.
FIGURE 6. CDF of clock offsets [34] .
In our work, we introduce a Reference Node (RN) to compensate the synchronization offsets, which is named as Differential TDOA (DTDOA). DTDOA is defined as the difference of TDOA for the target and RN between the same pair of ANs. Figure 8 illustrates the calculation of DTDOA. Compared to a TDOA system, a RN is added to compensate the imperfect synchronization by transmitting a control packet immediately after overhearing the target's transmission [27] . TDOA for the target and RN can be respectively defined as
where T TDOA is the measured TDOA value for RN,T TDOA is the location-related component for RN, T (t + T TR ) is the VOLUME 6, 2018 FIGURE 7. CDF of clock skews [34] . synchronization offset between ANs at time t + T TR , and T TR is the transmission interval between the two packets from the target and RN. Then, DTDOA (T DTDOA ) between the target and RN can be calculated as
To eliminate the influence of synchronization effects on DTDOA, the condition that T (t) − T (t + T TR ) = 0 is required, i.e., T (t) = T (t + T TR ). This means that the synchronization offset between two ANs remains constant in the transmission interval between the two packets from the target and RN respectively. As measured in our previous work [34] , the maximum clock skew f max between two GPS synchronized receivers is 1.37 · 10 −9 as shown in Figure 7 . Therefore, if we set T TR to few seconds, the accumulated synchronization offset can be ignored. For example, with T TR = 1s, the accumulated GPS synchronization offset can be calculated as
In our work, RN is set to transmit the control packet immediately after receiving the packet from the target. Hence, the packet interval T TR is much shorter than 1s, which allowing us to assume that T (t) − T (t + T TR ) = 0. As a result, T DTDOA is rewritten as
By combining the GPS synchronization and DTDOA, the obtained DTDOA in Equation (10) is only determined by the location-related components, i.e., the propagation distances and multipath propagation, but is barely influenced by the synchronization offsets. Assuming that the measurement errors follow a Gaussian distribution, T DTDOA is Gaussian distributed.
3) KDE-BASED DATA AGGREGATION
Outliers caused by the measurement errors can obviously influence the performance of the time-based positioning algorithms. We propose to apply a Kernel Density Estimation (KDE) method to aggregate the T DTDOA values from multiple packets to mitigate the influence of the outliers. The benefit of KDE is that it can directly estimate the density directly from the data without assuming a particular form for the underlying distribution. Assuming that we have n independent observations of T DTDOA , X = [x 1 , x 2 , . . . , x n ], the kernel density estimator f h (x) of the density value f (x) at point x is defined as
where K (u) denotes the kernel function, and h denotes the bandwidth. In our work, we adopt a Gaussian kernel as
Because of its Gaussian distribution of the symmetric shape, DTDOA can be estimated by finding the DTDOA value with the maximum density in KDE. Therefore, we propose to first apply the KDE method as in Equation (11) on the DTDOA values. The aggregated DTDOA is then estimated as
whereT DTDOA is the aggregated DTDOA value.
4) CONSTRUCTION OF THE DTDOA RADIO MAP
Similar to the RSS radio map, we build up a DTDOA radio map comprised of a large number of DTDOA fingerprints. Each fingerprint is written as
where DTDOA i is the DTDOA vector at the ith reference location comprised of N (N −1)/2 DTDOA values and (x i , y i ) are the coordinates of the ith reference location. Note that for the positioning system comprised of N ANs, we are able to obtain C 2 N = N (N − 1)/2 DTDOA values at each training location and each DTDOA value is the aggregated one in Equation (13) .
E. FUSING RSS-DTDOA FINGERPRINTS VIA ENSEMBLE LEARNING
As mentioned in Section III-B, we aim to fuse the RSS and DTDOA fingerprints to locate the target with high accuracy. A fingerprinting algorithm can be formulated as follows. Given a set of fingerprints comprised of features and location labels as training data, the fingerprinting algorithms fit a regression model to these training data, which can be considered as a supervised learning problem.
1) FINGERPRINT FUSION AND STANDARDIZATION
In our system, we obtain two modalities of features (RSS and DTDOA) for indoor positioning. Existing efforts on utilizing multi-modal features can be generally divided into two categories: feature-based fusion and regressor-based fusion [43] . The regressor-based fusion approaches are often used in the scenarios where the features are obtained from multiple modalities [43] . Multiple regressors can be trained based on the multi-modal features and then a fusion of these regressors is designed to predict the outputs. Because our work only considers two modalities of features (RSS and DTDOA) for positioning, the regressor-based fusion approaches are not suitable. Therefore, we adopt a feature-based fusion approach to fuse the RSS and DTDOA fingerprints and a single regressor is used to locate the target.
We concatenate the two modalities of features into one long feature vector and the ith concatenated fingerprint is
where RSS-DTDOA i is the concatenated DTDOA and RSS features and each fingerprint is labeled with its ground truth location (x i , y i ). The concatenated fingerprints F i can not be directly used to locate the targeted device because RSS and DTDOA are not compatible due to different units. RSS is with a unit of dBm but DTDOA is with a unit of second. The value and variance of RSS are significantly larger than those of DTDOA. Thus the RSS features in the concatenated fingerprints would dominate the performance of the fingerprinting algorithm.
To balance the contributions of the RSS and DTDOA features on the regressor for fingerprinting, we standardize each feature of the concatenated RSS and DTDOA in F i to be with a zero mean and unit variance by
where F i,j is the jth feature at the ith training location, E(F j ) is the mean value of the jth feature of F over all the training locations, and σ (F j ) is the standard deviation of the jth feature of F over all the training locations. With such a standardization algorithm, we can solve the feature compatibility problem and all the RSS-DTDOA features can equally contribute to the following regressor for fingerprinting. 
2) REGRESSION VIA RANDOM FOREST
After constructing and standardizing the concatenated RSS-DTDOA fingerprints, we design a robust fingerprinting algorithm to locate the target in three steps as shown in Figure 9 .
First, the same as for a traditional KNN algorithm, we search for a subset of the fingerprints whose Euclidean distances to the measured RSS-DTDOA vector are the K smallest. We calculate the Euclidean distance between the measured RSS-DTDOA vector and the ith fingerprint by (17) where j is the jth feature, i is the ith fingerprint and M is the length of the RSS-DTDOA vector. Then, we select K fingerprints with the smallest Euclidean distances. These selected fingerprints should be in the subarea where the target is located and correspondingly the regression model trained by these fingerprints for this subarea can be used to predict the location of the target. However, as mentioned in Section III-B, due to the noisy RSS and DTDOA measurements, the selected subset of fingerprints may contain certain number of outlier fingerprints. Due to these outlier fingerprints, the accuracy of the regression model for the subarea which the target is located in or around will deteriorate.
Second, we remove the outlier fingerprints whose location labels are far away from the others. We calculate the average location of the selected K fingerprints by
Then, we calculate the physical distances from the locations of the selected K fingerprints to the average location by
and the average distance is calculated bȳ
Finally, the outlier fingerprints are defined as the ones whose d i follows
where β is named as the outlier ratio and β > 0. In our work, we set β to 0.7. After removing the outlier fingerprints from the selected K fingerprints, the remaining fingerprints are expected to locate in the subarea where the target is located. Third, we adopt the selected subset of fingerprints after removing outliers to train a regression model. The regression model represents the relation between the RSS-DTDOA features and the location labels in the subarea where the target is located. This problem can be formulated as a two-target regression for the location of the target (x, y). In this work, we adopt random forests to design the regression model. Random forests [44] , as an ensemble learning approach, can be used for classification and nonlinear multi-target regression, which fits a number of decision trees on various sub-samples of the dataset and uses averaging to improve the predictive accuracy and control over-fitting. The training algorithm of the random forests applies general technique of bagging. Given the selected training subset of the RSS-DTDOA features with location labels, the random forest algorithm repeatedly selects a random sample with replacement of the selected training subset of the RSS-DTDOA features and fits the trees to these samples, which is called bootstrap sampling. Additionally, the random forest algorithm uses a modified tree learning algorithm that selects a random subset of the RSS-DTDOA features at each candidate split in the learning process, which is called feature bagging. In the random forests, the aforementioned bootstrap sampling and the feature bagging are used to reduce the correlation among different trees and improve the regression accuracy. After training, the location of the target can be predicted by averaging the predictions from all the individual regression trees based on the unseen RSS-DTDOA measurements.
In the remainder of this paper, we refer to our proposed pattern matching algorithm for fingerprinting in three steps as KNN-RF and the entire fingerprinting algorithm with the fusion of the RSS-DTDOA features and KNN-RF as Fusion KNN-RF.
V. EVALUATION RESULTS
We conduct a set of experiments in the real world to evaluate the performance of the proposed positioning system. In this section, we show and analyze the performance of the system.
A. EXPERIMENT SETUP
The aforementioned passive positioning system for ZigBee signals is deployed in two indoor scenarios in the INF building at University of Bern. The two scenarios have different layouts as shown in Figure 10 (a) and Figure 10 (c) respectively. The first scenario is on one floor of this building which is mainly occupied by labs and less frequently used seminar rooms. The second scenario is on another floor of this building for our working area where people are moving during working hours. Four ANs per floor are deployed to passively sniff the packets transmitted from TelosB nodes, which can transmit and receive ZigBee packets with the IEEE 802.15.4 standardized physical and MAC layers. A RN (TelosB node) is placed in the system and used to calculate T DTDOA . The targeted TelosB node periodically broadcasts packets at a packet rate of five packets per second. As soon as RN receives one packet from the target, it retransmits the packet. ANs based on SDR overhear packets from both the target and RN to calculate the corresponding T DTDOA .
Based on this positioning system, several preliminary experiments are conducted in the first scenario to evaluate the packet decoding rate of the positioning system, analyze the stability of fine-grained RSS, and investigate the DTDOA values regarding the following four aspects: distribution, variation over space, Euclidean distances and ranging errors.
Then, the proposed Fusion KNN-RF fingerprinting algorithm is evaluated in both scenarios. Before conducting the experiments, two radio maps are created for these two scenarios during the weekend when there is no change of the layouts and no people movement. Figure 10(a) and 10(c) show the radio maps of these two scenarios in which training positions are separated by approximately 2m. We make four experiments where two experiments are conducted in each scenario as shown in Table 1 . In this table, M1 and M3 are the experiments conducted one day after the creation of the radio maps at the same weekend. M2 and M4 are the ones conducted five days later during working hours. 27 positions in the first scenario are tested as shown in Figure 10(b) . 18 testing positions are randomly selected in the second scenario as shown in Figure 10(d) . The data collection time at each testing position is one minute.
In addition, we implement three kinds of weighted KNN algorithms for comparison, i.e., Fusion WKNN, RSS WKNN, and DTDOA WKNN. For the WKNN algorithms, we calculate a weighted average of the selected K nearest neighbor fingerprints' locations as the location of the target. The weights are calculated by
where d E i is the Euclidean distance from the measured DTDOA-RSS, RSS, or DTDOA vector to the ith fingerprint in the corresponding radio map. Note that for all the WKNN algorithms, we adopt the standardized features (DTDOA, RSS, and DTDOA-RSS) to calculate the Euclidean distances.
B. PRELIMINARY ANALYSIS OF PACKET DECODING RATE, FINE-GRAINED RSS AND DTDOA

1) PACKET DECODING RATE
We first evaluate the decoding rate of the packet sniffers (ANs) based on the USRP devices in the positioning system. In this experiment, the distance between one USRP receiver and one TelosB node as signal transmitter with LOS connection changes from 0.5m to 11.5m at steps of 1m and the TelosB node is configured to the maximum transmission power level (level 31). For each distance, 600 packets of the target are evaluated and the packet sniffer is able to decode more than 99.4% of the transmitted packets. A small fraction of packets can not be decoded because bit errors happen in the preamble decoding, which makes the receiver not be synchronized for the coming packets. Figure 12 indicates the measured RSSI from a TelosB node and the fine-grained RSS from SDR. Note that the signal transmitter and receivers (the TelosB nodes and USRP devices) remain static during the whole experiment. RSSI measured from the TelosB node clearly varies over time, even if there is no any change of the surrounding environments. This variance is from the measurement errors in the hardware. In contrast to RSSI, the fine-grained RSS from SDR is much more stable. Therefore, by extracting the fine-grained RSS from physical layer, we significantly mitigate the measurement errors and correspondingly reduce the variance of RSS. 
2) STABILITY OF FINE-GRAINED RSS
3) DISTRIBUTIONS OF TDOA AND DTDOA
We analyze the distributions of T TDOA and T DTDOA for a single position. Figure 11(a) and 11(b) show the normalized histogram and the estimated Probability Density Function (PDF) of T TDOA and T DTDOA respectively. According to the estimated PDF, the distribution of T DTDOA fits better to a Gaussian distribution than T TDOA whose PDF is influenced by imperfect synchronization. Additionally, the variance of T DTDOA is significantly smaller than T TDOA . This finding supports our claim about the Gaussian distribution of DTDOA in Section IV-D. Figure 13 shows a DTDOA measurement between two ANs for thirty minutes with the target moving from one position to another and then back but remaining static for ten minutes at each position. As shown in the figure, the mean DTDOA VOLUME 6, 2018 FIGURE 13. DTDOA varies at different positions [27] .
4) DTDOA VARIATION OVER SPACE
value does not change significantly for a single position but visibly differs from one position to the next. Therefore, this finding supports our analysis in Section IV-D that the DTDOA values are only determined by the location of the target but not affected by synchronization offsets. Figure 14 indicates the relation between the Euclidean distances with the standardized DTDOA fingerprints and the ground truth distances measured at the 53 training locations in the first scenario (Figure 10(a) ). The Euclidean distances of the standardized DTDOA fingerprints increase with the ground truth distances, forming the basis of fingerprinting. 6) RANGING ACCURACY VIA DTDOA Figure 15 shows the Cumulative Distributed Function (CDF) of the ranging errors based on the DTDOA and TDOA methods measured at the 53 training locations in the first scenario as shown in Figure 10(a) . As shown in Figure 15 , DTDOA improves the median ranging accuracy by 50% (from 22m to 11m) compared to the TDOA-based ranging. We find that DTDOA achieves higher accuracy than TDOA by eliminating the influence of the imperfect synchronization. However, multipath propagation still introduces a large error to the DTDOA-based ranging for narrow-band signals.
5) EUCLIDEAN DISTANCES
The findings based on these preliminary analysis of DTDOA are summarized as follows. First, DTDOA is determined by the target's location but not influenced by synchronization. Second, the Euclidean distances of the measured DTDOA vectors increase with the physical distances. Both findings support the feasibility of DTDOA-based fingerprinting. Finally, DTDOA with narrow-band signals is prone to multipath propagation and infeasible to locate the target using time-based ranging in a complex indoor environment.
C. DESIGN PARAMETERS FOR FUSION KNN-RF
As mentioned above, DTDOA can be used as a second information in addition to RSS to locate the targeted node with fingerprinting algorithms. We propose to fuse RSS and DTDOA fingerprints in the three-step ensemble learning algorithm (Fusion KNN-RF) in Section IV-E. In Fusion KNN-RF, two parameters affect the performance of the positioning system, i.e., the number of neighbors in KNN and the number of trees in the random forests. Therefore, in this section, we investigate the influence of these two parameters on Fusion KNN-RF based on experiment M1. 
1) NUMBER OF NEIGHBORS IN KNN
In Fusion KNN-RF, we adopt the KNN algorithm in the first step to extract a subset of fingerprints in the subarea which the target is located in or around. The number of neighbors in KNN, i.e., the value of K , determines the selected subset of fingerprints and influences the final positioning accuracy. We adjust K in the Fusion KNN-RF algorithm from 3 to 15 and the corresponding mean positioning errors in the experiment M1 are shown in Figure 16 . We show that the accuracy of Fusion KNN-RF algorithm is highest when K is equal to 9. If K is too small, the selected subset of the fingerprints may not be able to cover the subarea where the target is located and correspondingly the trained regression model based on this subset is not accurate for positioning. If K is too large, the selected subset of the fingerprints will cover a large subarea. As a result, the fingerprints far away from the location of the target will be included to train the regression model and correspondingly degrade the positioning accuracy. 
2) NUMBER OF TREES IN RANDOM FOREST
We evaluate the influence of the number of trees on the mean values and standard deviations of the positioning accuracy with Fusion KNN-RF on the 27 testing positions in the experiment M1 for 100 times. The mean positioning accuracy and the standard deviation are shown in Figure 17 (the number of trees varies from 20 to 200 at a step of 20). In general, the mean and standard deviation become smaller with increasing the number of trees, but the improvement is very marginal when the number of trees is larger than 100. In order to achieve high positioning accuracy and limit the computation effort, we set the number of trees to 100 in the system. 
D. A COMPARISON STUDY
We compare the performance of the Fusion KNN-RF, Fusion WKNN, RSS WKNN, and DTDOA WKNN algorithms in the four experiments shown in Table 1 . The CDFs of the positioning errors in these four experiments are shown in Figures 18-21 . Table 2 shows the mean positioning errors. In these experiments, we set the number of neighbors in KNN to 9 for all algorithms. We analyze the performance of system considering the following four aspects.
1) DTDOA-BASED FINGERPRINTING
The experiment results reveal that the DTDOA-based fingerprinting is available for indoor positioning and its performance (positioning accuracy) is comparable to RSS-based fingerprinting. For example, the mean positioning accuracy of the DTDOA-based fingerprinting achieves 2.58m in the overall four experiments as shown in Table 2 , which is comparable to the RSS-based fingerprinting with a mean accuracy of 2.52m. The same finding can also be achieved from the CDFs of the four experiments in Figure 18 -21. This finding supports our study on the DTDOA-based fingerprinting in Section IV-D and preliminary analysis in Section V-B.
2) FUSION OF DTDOA AND RSS FINGERPRINTS
By fusing the DTDOA-based and RSS-based fingerprints, the positioning accuracy is improved compared to either using the RSS-based or DTDOA-based fingerprints because the DTDOA-based fingerprints provide additional information in addition to RSS. For example, in the first scenario, the mean positioning accuracy of Fusion WKNN in experiment M1 achieves 2.24m, which outperforms the RSS WKNN algorithm by 14.2% and DTDOA WKNN by 22.2%. For experiment M2, the mean positioning accuracy of Fusion WKNN achieves 2.22m, which represents a 19.9% improvement over RSS WKNN and a 23.2% improvement over DTDOA WKNN. In the second scenario, our finding is consistent, i.e., the Fusion WKNN by fusing the RSS-based and DTDOA-based fingerprints improve the positioning accuracy compared to RSS WKNN and DTDOA WKNN. Considering the mean positioning accuracy in the overall four experiments, the Fusion WKNN achieves a positioning accuracy of 1.99m, which outperforms RSS WKNN by 21% and DTDOA WKNN by 22.9%. Because the pattern matching algorithm for Fusion WKNN, RSS WKNN, and DTDOA WKNN are the same (WKNN) and the only difference of these three fingerprinting algorithms are the input information, we can conclude that the time-based information adds a valuable information to the fingerprinting algorithms in addition to RSS. Moreover, fusion of the RSS-based and DTDOA-based fingerprints improves the positioning accuracy compared to the fingerprinting algorithms merely relying on the single modality of fingerprints (RSS or DTDOA).
3) THE ENHANCED PATTERN MATCHING ALGORITHM KNN-RF
Our proposed enhanced pattern matching algorithm KNN-RF further improves the positioning accuracy and outperforms the traditional KNN algorithm. According to the mean positioning accuracy in the overall four experiments, Fusion KNN-RF with an accuracy of 1.61m as shown in Table 2 achieves an improvement of 19.1% over the Fusion WKNN algorithm. Considering that the input information of Fusion KNN-RF and Fusion WKNN are the same, i.e., the fusion of RSS and DTDOA, our proposed pattern matching algorithm KNN-RF achieves the improvement over the traditional WKNN algorithm thanks to removing the outlier fingerprints and the random forest for regression.
4) FUSION KNN-RF
By fusing the DTDOA-RSS features and adopting KNN-RF for pattern matching, the positioning accuracy gets remarkably improved with the proposed Fusion KNN-RF fingerprinting algorithm compared to the traditional RSS WKNN fingerprinting. For example, considering the mean positioning accuracy in the overall four experiments as shown in Table 2 , Fusion KNN-RF with a mean accuracy of 1.61m outperforms the traditional RSS-based fingerprinting by 36.1%. The CDFs of the positioning errors in Figures 18-21 also present that Fusion KNN-RF achieves a significant improvement over the traditional RSS-based fingerprinting.
VI. CONCLUSIONS
In this work, we propose a novel passive fingerprintingbased positioning system for ZigBee-based IoT networks. The positioning system fuses time and RSS information, and designs an enhanced pattern matching algorithm based on random forests. Relying on sub-sample timestamps based on time recovery and compensation of synchronization offsets through the combination of DTDOA and GPS synchronization, we find that time information can be used as additional information for fingerprinting and DTDOA-based fingerprinting achieves a comparable positioning accuracy to the RSS-based fingerprinting. By fusing and standardizing the RSS-DTDOA features into one long feature vector, we find that the fusion of RSS and DTDOA (Fusion WKNN) can improve the positioning accuracy compared to the fingerprinting algorithms merely relying on single modalilty of fingerprints (RSS or DTDOA). Moreover, we design an enhanced pattern matching algorithm KNN-RF in three steps, which outperforms the traditional pattern matching algorithm (weighted) KNN for fingerprinting. We implement the proposed Fusion KNN-RF algorithm in a software defined radio based positioning system. The positioning system achieves a mean positioning accuracy of 1.61m representing a 36.1% improvement over the traditional RSS-based fingerprinting.
Additionally, we expect that the proposed positioning algorithm, Fusion KNN-RF, can be used for the other narrowband signals in IoT networks, such as NB-IoT and LoRa, to improve the positioning accuracy. On the other hand, our positioning system is completely passive and it brings no influence to any running IoT network operations. Therefore, for the NB-IoT or LoRa networks normally deployed in a large-scale area (maybe in kilometers), we expect that a similar passive positioning system can be designed as our positioning system and deployed in a targeted subarea of the IoT network to passively monitor the location of the target. He serves as a Visiting Scholar of electrical and electronic engineering with Nanyang Technological University, Singapore. His current research interests include wireless body area networks, MIMO-OFDM, cognitive radio, and space time communication.
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